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A Study of DDoS Attacks Provision Method by Server and Clients

Mirang OKAZAKI

Abstract

A cyber-attack is any type of offensive maneuver (such as a DDoS attack) employed by individuals or

organizations against infrastructures, computer networks, and/or personal computers and handheld

devices. Assailants can attack targets using a variety of malicious actions, usually originating from

anonymous sources, with the purpose of stealing from, altering, or destroying a specified target. Most

Internet service providers have established countermeasures to DDoS attacks in their network

backbones. These devices can control available bandwidth while implemented proxy responses, but

they often cut off valid communications because it is impossible to clearly discern legitimate users

from hidden attackers. In this paper, we consider about HTTP flood attacks provision method by server

and clients. When a server determines attacks are in progress, it records the interval between the session

establishment and update times and then diverts any further incoming attack messages to the virtual

Web server(decoy server). If legitimate users are hijacked or tricked into attacking the server, the

server displays an error page informing them of the nature of the attack and how to stop it.
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