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A Study of Group Key Management Method for

Secure Machine-to-Machine Communication Systems

Mirang OKAZAKI

Abstract

In M2M (Machine-to-Machine) communication systems, sensor nodes send sensing information such

as temperature or humidity to their server directly or indirectly through multi-hop routing. Since the

sensor has a limited low cost and computational resources, a symmetric key encryption scheme is

suited to encrypt sensory data. Recently, a hierarchical group key management method has been

proposed to decrease the number of keys to be managed. However, since group key management

devices are more expensive than sensor devices they should be efficiently deployed. In this paper, we

propose an efficient group key management devices deployment scheme with k-means clustering

algorithm.
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Table 1 Comparison of SGM distribution methods
o SGM 7 S LR kPEIERCE
J— N J—R¥ PR D —IRAN A T YR 72 FEHED —IRAE(E PR 22
1, 000 10 359. 775 345. 2511 165. 1883 109. 2805
100 30. 888 29. 18382 14. 14284 12. 52476
5, 000 10 392. 8678 362. 9496 170. 5069 107. 9234
100 36. 2246 40. 05011 16. 51841 12. 24052
10, 000 10 385. 6642 393. 4227 169. 2803 110. 3956
100 39. 7515 48. 44475 16. 45647 11.11673

R 2 b—3 g CORAEBRERIE 100x100 SESF A — R VO IE ST U

THI X AICEET D, ¥/ — K% 1000, 5000,
10000 & SGM / — K4&% 10 & 100 TiTo7=. £1 LV, &
PHEE R OTZSA, DT SO/ — REOMAE
IZBWTH, K BBUDIERJE 72D Z & 30578, SGM
WEICLEREBEBE N 2B TE 5.
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IN—TREFFHTDINERDD. ZHICH LT, BET
I SO/ — R~ )V F7k w T a3 5 L [RIEC, I
BK7p 7N — T REHEREMZ 522 L TEDEERD.
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B RRFIEITSM /) — FOBAICLY, 77—k
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B LI TE 5.
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J— RNEHTE% ) — REOBERED (n/m) & OF
LB, mr (n/m) 2725, F¥iz, &%/ — FXEHET
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LW, —J, EFIEOE ) — RII7N—T78#, BFNE
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Table 2 Comparison of proposed method

LKH 53 [1] | ##FEHR
F— DB AL dlogn m
SGM 3@ {3 [E1%K - n/m
I N —7HEEFOBEEH | dlogn mt+ (n/m)
SGM > 45 s - 2+ (n/m)
/ — FOE S d 3

n: number of group member, d: number of degree,

m: number of SGM
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