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A Study on Secure Device Pairing Method using Camera and Acceleration Sensor

Mirang OKAZAKI

Abstract

RSS (Received signal strength) is used for proximate device authentication in wireless

communications, but it changes significantly due to environmental factors. Thus, it is difficult to obtain

reliably accurate device authentication with RSS. In this paper, we propose a method that performs

authentication by pairing a PC having a common camera and a hand-held device having an

accelerometer. In this method, the PC recognizes a marker on the display of the device and calculates

the similarity between the displacement of the marker and the acceleration data of the device. We

performed experiments to determine how the similarity changes according to the distance from a

device to a camera and whether an eavesdropper outside the camera range can perform pairing. As a

result, we found that it is possible to set a threshold for the similarity, but the standard deviation of the

similarity was large, making the method unstable.
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Table3  Each Similarity Average between legitimate user and Impersonator
E—vay | HilitvyTFUs DP~vTF 7 FHBEFREL Jacard f#%
RN | 20T | BB | R0 E | EHARAN | RVTE | ERRAN | RVTE

EFLHE A L#E L#E L&
! 0.039 0.045 0.023 0.028 0.67 0.53 0.31 0.26
oD 0.034 0.039 0.021 0.024 0.72 0.62 0.30 0.28
M, o 0.037 0.042 0.023 0.026 0.70 0.58 0.30 0.27
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