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Personal Authentication by 4 figure PIN using Keystroke Timing Pattern
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Abstract

In this article. we propose a personal authentication method with Self-Organizing Maps(SOM) for
3 8 8 P\ )

Web based application.

Information sharing on the World Wide Web(WWW), which is the most popular Internet service,
is progressing rapidly today. Since WWW can cover the area crossed broadly, it is very effective
as a means for information sharing. Unfortunately, with this global network access comes increased
chances of malicious attack and intrusion. Traditional measures such as passwords and PINs are no
longer adequate and we need to investigate more advanced safeguards against unauthorized access to
Web based application.

We tesed the system ability to measure FRR(False Rejection Rate) and FAR(False Acceptance Rate)
on the map which is learning with 56 input-vectors. For result of this ability test, our system keeps

FRR and FAR 25%. Thus it seems that our method is available for personal authentication.
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Fig 1: Keystoke Timing
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Fig 8: Result of Password Authentication with
Keystroke Timing Pattern
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Table 1: System Requirements

OS | SunOS 5.8
CPU | UltraSPARC IIi
RAM | 256 MB
HDD | 20GB
Java VM | Sun J2RE Standard Edition 1.3.0
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Table 2: Fundamental Performance of the System

<y THERRFERE [sec] | 27.49
FBEERFME [sec] | 0.053
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